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TEPMHWHBI U OITPEJIEJIEHUSA

ABTOMAaTHU3HMPOBAHHAsl CHUCTEMA — CHCTEMa, COCTOAIIAas U3 MEepCcoHalla U KOMILUIEKCAa CPE/ICTB
ABTOMATHU3AIMU €r0 JICATEIbHOCTH, peaTn3yrolmas WHOOPMAIMOHHYI0 TEXHOJOTHIO BBIMOJTHCHHUS
YCTaHOBJICHHBIX (DYHKIIHUH.

be3onacHocTh NEPCOHAJTBHBIX AAHHBIX — COCTOSAHHUC 3alMUIICHHOCTU IICPCOHAJIBHBIX OAHHBIX,
XapaKTCPpHU3yEeMOC CIIOCOOHOCTBIO HOJ'IB3OBaTeJ'ICI71, TEXHUYCCKUX CPEACTB U I/IH(bOpMaL[I/IOHHBIX TEXHOJIOT I
00ecreuYnTh KOH(i)I/II[eHI_[I/IaHBHOCTL, HOCJIOCTHOCT MW JOCTYIMHOCTb IMNCPCOHAJBHBIX MJAHHBIX TIIpU HX
o6pa60TKe B I/IH(i)OpMaLII/IOHHBIX CHUCTEMAX MEPCOHATIBHBIX TaHHBIX.

Buomerpnyeckne mepcoHaJbHbIE JAaHHBIE —  CBEACHHS, KOTOPBIE  XapaKTEPU3YIOT
¢dusnonornuecKkue 0COOCHHOCTH 4YeJIOBEKa M Ha OCHOBE KOTOPBIX MOXHO YCTaHOBHTH €r0 JIMYHOCTH,
BKIIIOYast (poTorpaduu, OTIEYaTKH MalblieB, 00pa3 CETYaTKH Tja3a, OCOOCHHOCTH CTPOCHHS Tella U
JIPYTYIO TI0I00HYI0 HH(POPMAIIHIO.

BJ'[OKI/IPOBaHI/Ie MEPCOHAJTBHBIX JAHHBIX — BPCMCHHOC MNPCKPAILICHHUEC c60pa, CUCTEMaTHU3aluu,
HAKOILUICHUA, UCITIOJIb30BAHUA, PACIIPOCTPAHCHUS, ICPCOHAJIBHBIX AAHHBIX, B TOM YHUCJIC UX IICPCAadun.

Bupyc (KOMIBIOTEpPHBIH, NPOrpaMMHbIN)— HCHOJHIEMBIA IPOTPAMMHBIA  KOJI  WIH
UHTEpIpEeTUpyeMblii  HaOop  MHCTPYKUMM, oOnajaroliuii  CBOWCTBAMHM  HECAHKIMOHHMPOBAHHOI'O
pacnpocTpaHeHuss U camoBocrnpousBereHus. Co3naHHble NyOJIUKAaThl KOMIIBIOTEPHOTO BUpYyca HE BCeraa
COBIIAQJAIOT C OPUIHMHAJIOM, HO COXPaHAIOT CIIOCOOHOCTh K JalbHEiIleMy pacnpoCTpaHEHHIO U
CaMOBOCIIPOM3BEACHHUIO.

Bpenonocnas  mporpamma —  mporpamma, — IpeJHa3sHa4eHHas i1 OCYLUECTBIICHUS
HECaHKI[MOHUPOBAHHOIO JOCTyNa W (WJIM) BO3JAEHCTBUS HA IEPCOHAIBHBIE JaHHbIE WU PECypChl
MH(GOPMALMOHHON CUCTEMBbI IEPCOHATBHBIX TaHHBIX.

Joctynn B onepauyoHHYI0 cpely KOMIbIOTepa (MH(OPMALMOHHOH CHCTEMbI NEePCOHAILHBIX
JAAHHBIX) — TOJTy4eHHE BO3MOXKHOCTH 3allyCKa Ha BBINOJHEHHE IUTATHBIX KOMaHJ, (DYHKIMH, MpOLEayp
ONEPAIMOHHON CHCTEMbI (YHUUTOXKEHMS, KOMMPOBAHMS, MEPEMEIEHUs] W T.1.), HCHOJHSAEMBIX (aiiioB
MIPUKJIATHBIX IIPOTPAMM.

Joctyn k uHgopManmm — BO3MOKHOCTb MOTY4eHUsI HHPOPMAIIH 1 €€ UCTIOJIb30BAHMUS.

Zaupaemasi nHgopmanus — MHPOPMALIS, SBISIOMIASCS MPEIMETOM COOCTBEHHOCTH U TMOJIeXKaIas
3alllUTe B COOTBETCTBUM C TPEOOBAHMSMM IPABOBBIX JOKYMEHTOB WJIM TpPeOOBAaHMSIMH, YCTAHABIMBAEMBIMU
COOCTBEHHMKOM MH(OPMAITUH.

HNudopMaTHBHBII CHIHAJI — DJICKTPHUYCCKUE CUTHATBI, aKyCTHUYECKHE, JICKTPOMArHUTHBIC W JIPYrHe
¢drsiyeckie MO, MO TapamMeTpaM KOTOPhIX MOMKET OBbITh pacKpbTa KOH(UIEHIMaTbHAas HH(OpPMAIIUS
(mepcoHabHBIE TaHHBIE) 0OpabaThiBacMasi B UH(POPMAIIMOHHOM CUCTEME TIEPCOHATBLHBIX JTAHHBIX.

HNudopmanuonnas cucrema nepcoHaJbHbIX 1aHHbIX (UCIIAH) — nHdopMalimoHHas cucTema,
MIPEACTABIISIIONIAsE COOON COBOKYITHOCTh MEPCOHAIIBHBIX JTAHHBIX, COIEPKAIIMXCS B 0a3e JaHHBIX, a TAKKe
MH(OPMAIIMOHHBIX TEXHOJIOTUH M TEXHUYECKUX CPEJCTB, MO3BOJISIONINX OCYIIECTBIATH 00pabOTKY TaKUX
TIEPCOHAIBHBIX JIAHHBIX C KCIOJB30BAaHUEM CPEJICTB aBTOMATH3aIllMd WM 0€3 HMCIOJIb30BAaHUS TaKHX
CPEICTB.

HNudopMmanoHHble TEXHOJIOIMM — TIPOIIECChl, METOZABI TIOMCKa, cOOpa, XpaHEHWs, O0OpabOTKH,
TPEIOCTABIICHIISI, PACTIPOCTPAHEHUS HH(POPMAILINH 1 CTIOCOOBI OCYIIECTBIEHUS TAKUX MPOILIECCOB H METO/IOB.

Hcnonb3oBaHue nmepcoHAJbHBIX JAHHBIX — JEHCTBUS (ONepalyu) ¢ NepCOHATbHBIMU JaHHBIMH,
COBEpILIAEMbIE OIEPATOPOM B LEIAX MPUHATUSA PELICHUH WIM COBEPILUECHUS WHBIX JCHCTBUH,
MOPOXKJIAIOLINX FOPUIUUYECKHE MTOCIE/ICTBUS B OTHOIIEHNU CyOBEKTa MEPCOHATbHBIX JAHHBIX WJIH JIPYTUX
U1 MO0 WHBIM 00pa3oM 3aTparuMBalONIMX MpaBa U CBOOOJABI CyObEKTa MEPCOHATIBHBIX JAHHBIX HIIU

JOPYTUX JIULL.
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Hcrounuk yrpo3sl 0e30macHOCTH HH(OPMAIMU — CYOBEKT JIOCTYIA, MAaTepUaIbHBII OOBEKT MU
(u3IUecKoe SBIEHNE, SIBISFOIIMECS IIPUUUHON BOSHUKHOBEHMSI YTPO3bl 0€3011aCHOCTH MH(OpMaIiH.

KonpuieHmaisHOCTh NEPCOHATBHBIX JAHHBIX — 00s3aTeNIbHOE ISl COOJIFOICHUS OTIEPaTOPOM I
MHBIM TOTYYMBIIMM JOCTYI K MEPCOHATIBHBIM JaHHBIM JIMIIOM TpeOOBaHUE HE JOITYCKaTh MX PacIpOCTpaHEeHHe
0e3 coryacust CyObeKTa MepCOHATBHBIX JAHHBIX WITH HATMYMS HHOTO 3aKOHHOTO OCHOBAHUSL.

MeikceTeBoii JIKpaH — JIOKAIbHOE (OIHOKOMIIOHEHTHOE) WM  (YHKIIMOHATBHO-PACIIPEICIICHHOE
mporpaMMHoe  (TIPOrpaMMHO-AIIAPaTHOE) CPEACTBO (KOMIUIEKC), PeaTu3yrollee KOHTPOJIL 32 HH(OpPMAIUCH,
TOCTYIAKOIICH B MH(DOPMAIIMOHHYIO CHCTEMY TIEPCOHATIBHBIX JITAHHBIX U (MJIM) BBIXOJLIICH 13 HH(OPMAIOHHOK
CHUCTCMBI.

Hapyumrens 0€30MacHOCTH NEPCOHAJIBHBIX JAaHHBIX — (HU3MYECKOE JIMIO, CIy4alHO WU
NPEHAMEPEHHO ~ COBEPIIAIOIIEE JICHCTBUS, CIEACTBUEM KOTOPBIX SIBISIETCS HapylleHHe Oe30MacHOCTH
MEPCOHATIbHBIX JIAHHBIX MPH UX OOpaOOTKe TEXHWYECKUMHU CPEACTBAaMHM B HH(OPMAIOHHBIX CHCTEMax
TNCPCOHAJIBHBIX TAHHBIX.

HeaBTomaTu3upoBanHas o0padoTKa NePCOHAIBHBIX JAHHBIX — 00paboOTKa NEPCOHAIBHBIX
JTAHHBIX, COJIEpXKAIIMXCI B MH(POPMAIMOHHON CHCTEME NMEPCOHAIBHBIX JAHHBIX JIMOO M3BICYCHHBIX U3
TakOW CHUCTEMBI, CUMTACTCSI OCYIIECTBIEHHOW ©€3 UCHONB30BaHUS CPEACTB aBTOMATHU3AIMU
(HEeaBTOMATU3UPOBAHHOM), €CIIM TaKWe JIEWCTBHS C IMEPCOHAIBHBIMU JAHHBIMHU, KaK HCIOJIb30BaHUE,
YTOYHEHHE, PACIPOCTPAHEHHE, YHUUYTOKEHHUE NEPCOHAIBHBIX IaHHBIX B OTHOIIEHUU KaXJOro U3
CyOBEKTOB NMEPCOHAIBHBIX JAHHBIX, OCYIIECTBIISIOTCS MPU HETIOCPEACTBEHHOM YYacCTHH YeIOBEKa.

HecankumoHnpoBaHHbIii 10CTYN (HECAHKIMOHUPOBAHHBIE JIEHCTBUS) — JOCTYI K MH(GOPMAIMN WU
neiicTBus ¢ wWH(OpMAIMel, HapYIIAIONIMEe TPaBia pasrpaHUYCHHs] JOCTYIAa C HWCIONB30BAHUEM IITaTHBIX
CPEICTB, MPEIOCTaBIIEMbIX HH(POPMAIIHOHHBIMHA CUCTEMAMHU MIEPCOHATBHBIX TaHHBIX.

Hocurenbs nndopmamym — Gr3uyUecKoe JIMIO WM MaTepUalbHBIA OOBEKT, B TOM YHCIe (HH3HYECKOe
ToJie, B KOTOpOM MH(OpMALHs HAXOUT CBOE OTPKECHHE B BUJIE CHMBOJIOB, 00OPa3OB, CHTHAJIOB, TEXHHYECKHX
PEILIeHHH 1 TIPOIIECCOB, KOJIMIECTBEHHBIX XaPaKTEPUCTUK (PU3NIECKUX BETUYMH.

Ob6e3nuuBanue NEPCOHATBHBIX JAHHBIX — HeﬁCTBHH, B PE3YJIbTATC KOTOPBIX HEBO3MOXKHO
OMMPEACIINTDb MPUHAAJICIKHOCTE IEPCOHAJIBHBIX JAHHBIX KOHKPETHOMY Cy6’BCKTy MEPCOHAJIBHBIX JaHHBIX.

O0paboTKka NMepcoHANbHBIX JAHHBIX — JICHCTBUS (OTepalii) ¢ TMepPCOHATBHBIMU JTAHHBIMH, BKITFOUAs
cOop, CHCTeMaTH3aIMI0, HAKOIUICHHWE, XpaHEeHWe, YTOYHEeHHE (OOHOBJICHHE, W3MEHEHHWE), HCIOJIb30BaHME,
pacripoctpaneHue (B TOM YHCIIe Tepenady), oOe3TMuMBaHue, OJOKMPOBAHHME, YHUYTOXKEHUE IMEPCOHATBHBIX
JTaHHBIX.

OO0menocTynHble NEPCOHANBHBIC JaHHbIE — [IEPCOHAIBHBIE IAHHBIE, TOCTYII HEOTPAHUYEHHOT O
Kpyra JHIl K KOTOPbIM IPEJOCTaBIEH C COTacus CyObeKTa MEepCOHANbHBIX JaHHBIX WM Ha KOTOPHIE B
COOTBETCTBUM ¢ (efepaibHBIMU 3aKOHAMHM HE  pacrlpocTpaHseTcss TpeOoBaHHE COOJIIOICHMS
KOH(UIEHIINATIbHOCTH.

Omneparop (NMepCOHAJBHBIX JAAHHBIX) — TOCYJAPCTBEHHBIM OpraH, MYyHHUIIMIIAIBHBIA OpraH,
FOPUITMYECKOe WIN (DU3MUYECKOE JIMI0, OPTaHM3YIoIIee U (MJIM) OCYIIECTBIISIOmEee 00paboTKy MepCOHATBHBIX
JIAHHBIX, a TAK)Ke OMPEEISIOIINE [N U COJIepKaHne 00padOTKU MEPCOHANBHBIX TaHHBIX.

Texnunyeckne cpeacrsa HHGPOPMALMOHHON CHCTEMbl IEPCOHAIBHBIX [JAHHBIX — CpEICTBA
BBIUHCITUTENPHON TEXHUKH, HWH()OPMAIMOHHO-BBIUMCIUTENBHBIE KOMIUIEKCHI M CETH, CPEJCTBA U CHUCTEMBI
niepeavm, nmprema u o0padotku [1/1H (cpemcTBa u cCCTEMbI 3BYKO3aIMCH, 3BYKOYCHIICHHSI, 3BYKOBOCITPOM3BEICHN,
MIEPETOBOPHBIE U TEJIEBU3HOHHBIE YCTPOWCTBA, CPeICTBA M3TOTOBICHHS, THPAKUPOBAHHS JOKYMEHTOB U Jpyrue
TEXHAYECKHUE CPENCTBA O0OpabOTKM pedeBoi, rpaduueckoid, BUICO- M OykBeHHO-IIM(POBOH HH(OpMAIN),
NpOrpaMMHBIE CPEZICTBA (ONEPALIOHHBIE CHUCTEMBI, CUCTEMBI YMpaBieHHs Oa3aMy JAHHBIX M T.I.), CPEICTBA
3alMThl HHOPMAIWH, TPUMEHsIEMbIe B UH(OPMAIMOHHBIX CUCTEMaX.
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IlepexBat (MHGOpMaNMU) — HEMpPAaBOMEPHOE TMOJIyueHHE WH(POpPMAMKU C MCIOJIB30BaHUEM
TEXHUYECKOTO CPENICTBA, OCYIIECTBISAIONMIEI0 OOHapyKeHHe, TmpueM M 00paboTKy HH(GOPMATHUBHBIX
CUTHAJIOB.

IlepconanbHble aaHHbIe — J100asi WHQPOpPMALUS, OTHOCAIIASACA K OIPEICIICHHOMY WM
OTIpeNeNIIeMOMY Ha OCHOBAaHHMM TakoW wuH(opManuu ¢(uzndeckoMy IUIy (CyOBEKTYy NepCOHAIBHBIX
JAHHBIX), B TOM 4YHCIe ero (amMuiusi, UMs, OTYECTBO, T'OJl, MECSII, JlaTa ¥ MECTO POXKICHHS, aJpec,
ceMeiiHOe, COIMalbHOE, HMMYILECTBEHHOE IOJIOKEHHE, OOpa3oBaHHe, Npodeccus, ITO0XOIbl, Apyras
nHpopMarus.

Ionb30BaTe b HHPOPMALMOHHON CHCTEMBI NMEPCOHAIBHBIX JAHHBIX — JIMI0, YYaCTBYIOLIEE B
(GYHKUMOHUPOBAaHUM HH(GOPMALMOHHOW CHUCTEMbl IMEPCOHAIBHBIX JAHHBIX WM HCIOJb3YHOILEe
pe3yabTaThl e¢ PYHKIMOHUPOBAHHUSL.

IIpaBuia pa3rpaHuYeHHsi JOCTYNA — COBOKYIHOCTh MPAaBHJ, PETIAMCHTHUPYIOIIMX MpaBa
J0CTyTa CyOBEKTOB JOCTYIA K 00bEKTaM JJOCTYTIA.

PaCKprTI/Ie MNEPCOHATBbHBIX JAHHBIX — YMBIIIJICHHOC niIn cnyqaﬁHoe HapyHICHUC
KOH(l)I/II[eHHI/IaJII)HOCTI/I NEPpCOHATIbHBIX JAaHHBIX.

PacnpocTpaHeHHe TIePCOHAJBHBIX JJAHHBIX — JICHCTBUS, HaNpaBICHHbIC Ha Iepeaady
MEPCOHANBHBIX JIAHHBIX OIPEACICHHOMY Kpyry Jjwi (mepenada IMepCOHAIBHBIX [aHHBIX) WU Ha
O3HAKOMJICHHE C MEPCOHAILHBIMU JJAHHBIMH HEOTPAHMUYEHHOTO KpyrTa JIMII, B TOM YHUCIIe 0OHApPOJI0BaHUEC
MEPCOHANBHBIX JAaHHBIX B CPEACTBAX MAacCOBOM HWH(MOpPMANNMU, pa3MENICHHE B HHPOPMAIIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETSX WM MPEJIOCTABICHHUE JIOCTYINa K MEPCOHAIBHBIM JaHHBIM KaKUM-JIH00
HMHBIM CIIOCOOOM.

Pecypc ungopManuoHHOWH cHCTEMbI — UMEHOBAHHBIA 3JIEMEHT CHCTEMHOTO, NMPHKJIAJHOTO HIIH
ammapaTtHoro obecneueHus pyHKIIHOHUPOBAHHUS HH(POPMALIMOHHON CUCTEMBI.

CHeIII/IaJIbeIe KaTeropuu mnepCcoHaJbHbIX JAHHBIX — IEPCOHAIBHBIC JAaHHLIC, KaCaroIMHUECHd
paCOBOﬁ, HaIlMOHAIIbHOM MNPUHAJICIKHOCTHU, MOJIMUTUYCCKUX B3IIAA0B, PCIUTHUO3HBIX WA (i)I/IJ'IOCO(l)CKI/IX
Y6G)KI[6HHI>'I, COCTOSIHUA 3J0POBbI U WHTHUMHOH XKM3HU CY6T:>eKTa NEPCOHANILHBIX JaHHBIX.

Cpez(cT Ba BbLIYMCIUTEILHOM TEXHUKH — COBOKYITHOCTb TIPOIrpaMMHBIX W TEXHUYCCKHUX J3JICMCHTOB
CHUCTEM O6pa6OTKI/I JaHHbIX, CIOCOOHBIX (I)YHKL[I/IOHI/IPOBS.TB CaMOCTOATCIIbHO UJIK B COCTAaBC APYIUX CUCTCM.

Cy0bexkt pocrynma (cy0ObeKkT)— JIMIIO WJIM TPOLECC, JEHUCTBHUS KOTOPOrO pPEerliaMEHTUPYIOTCS
MIpaBUJIAMU PA3TPAHUYEHUS TOCTYIIA.

Texnuyeckuid KaHajl yTedyKd HH(OPMALMM — COBOKYITHOCTh HOCUTENSI HMH(MOpMaIMu (Cperncrsa
00paboTKH), (GPU3MIECKOl Cpe/Ibl PacTIPOCTpaHEeHHsI MH(OPMATHBHOTO CHTHANIA U CPEJICTB, KOTOPBIMU JOOBIBACTCSI
3anuiaemMas nHpopmarus.

TpancrpannyHasi nepegadya INePCOHAJBHBIX [JaHHBIX — I€peJaya IEepPCOHAIBHBIX JIaHHBIX
onepaTopoM uepe3 ['ocynmapcrBennyro rpanuny Poccuiickoin denepanyu opraHy BJIAaCTH MHOCTPAHHOTO
rocynapcTBa, ((pU3n4ecKoMy WU IOPUANYECKOMY JIHIy HHOCTPAHHOTO TOCY1apCTBa.

Yrpo3bl 0€e30NnacHOCTH MEPCOHATBHBIX JTAHHBIX — COBOKYIHOCTH YCIOBHH M (DaKTOPOB, CO3AFOIIMX
OIACHOCTh HECAHKIIMOHWPOBAHHOI'O, B TOM YHUCJIE CIIy4ailHOro, I0CTYIA K MEPCOHANIBHBIM JIaHHBIM, PE3YJIbTaTOM
KOTOPOTO MOXKET CTaTb YHUUTOXKEHHE, W3MEHEHHE, OJIOKMpPOBaHHE, KOIMPOBAHUE, PaCHpPOCTPAHEHUE
MIEPCOHAIGHBIX JIAHHBIX, @ TAKKE MHBIX HECAHKIIMOHUPOBAHHBIX JIEUCTBUIA MPH MX 00paboTKe B MH(POPMAIMOHHOM
CHCTEME NIEPCOHAIBHBIX IaHHBIX.

YHMUYTOXKEHNE IePCOHAIBHBIX IAHHBIX — JICICTBYS, B PE3YJIbTATE KOTOPHIX HEBO3MOXKHO BOCCTAHOBUTH
coziepyKaHne TIEPCOHATTBHBIX JaHHBIX B MH()OPMAIMOHHOW CHCTEME TIEPCOHATIBHBIX JTAHHBIX WM B PE3yJIbTare
KOTOPBIX YHUUTOXKAKOTCS MaTepUaIbHbIE HOCUTENIN NEPCOHATIbHBIX JIAHHBIX.
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Yreuka (Gaumimaemoil) HHQOPMAIMK MO TeXHUYECKHUM KAHAJIAM — HEKOHTPOIMpPYEMOE
pacripocTpaneHue MHGOpPMAIMK OT HOCHUTENS 3alldiaeMod HH(popMalmu uvepe3 (U3HYECKYI0 Cpeay [0
TEXHUYECKOTO CPEZICTBA, OCYIIECTBISIIOIIETO TepeXBaT UH(OPMAIHH.

YsA3BUMOCTB — Ca00CTh B CPEICTBAX 3ALIUTBI, KOTOPYHO MOXKHO HCIIOJIB30BaTh Ui HApYLIECHUS
CHCTEMBI HJIM COoIep Kallieiics B Hei nH(opMaIum.

LenocrHocts  MHGOpMauM —  CIIOCOOHOCTH ~ CPEACTBA  BBIYUCIMTENLHOM  TEXHUKUA WU
ABTOMATHU3HUPOBAHHOW CHCTEMbI O0OECIEeUMBATh HEM3MEHHOCTh WH(OPMAIMKM B YCIOBHSIX CIY4allHOTO W/WJU
MPeTHAMEPEHHOTO NCKKEHUS (pa3pyILEHUS ).

IEPEYEHb COKPAIIIEHUM
ABIIO — aHTHBUpYCHOE TPOrpaMMHOE 00ECTICUCHUE
APM — aBTOMaTu31poOBaHHOE pabouee MECTO
NCIT/1 — nadopmarmoHHas ccTeMa MepCOHATBHBIX IAHHBIX
JIBC — nokaJibHasi BEIMUCIIUTENIbHAS CETh
MD — mexceTeBOM SKpaH
HC/] — HecaHKIIMOHMPOBAHHBIN JTOCTYII
OC — onepanoHHas cucrema
[T/1H — nepcoHaIbHBIE JAHHBIE
I10 — mporpamMmmMHOe obecrieueHue
C3U — cpencTBa 3amMThl THPOPMALTUU
C3I1d1 — cucrema (moacucTeMa) 3alIUThI IEPCOHATBHBIX JaHHBIX
TKY U — TexHuueckre KaHaIbl yTeuky nH(opMarmm

VYBI1/I1 — yrpo3sl 0e30MacHOCTH EPCOHATBHBIX TAHHBIX
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BBEJIEHUE

Hacrosmas Ilonutunka wuaGopManmonHoi Oe3zonmacHocTH (manmee [lonuTtuka) denepanbHOTO
OroKeTHOTO yupexkaeHus «[ ocymapCTBEHHBI PETMOHAIBHBIN IEHTP CTaHAAPTU3ALUU, METPOJIOTUU U
ucneiTanuii B PecriyObnuke Mopaosus» (mamee Omneparop) pa3paboTaHa B COOTBETCTBUU C LENSIMH,
3a/1auaMu ¥ MpUHIUIIAMU 00ecTieueHust 0€30MaCHOCTH NEPCOHANBHBIX JIAHHBIX.

[Tonutuka pa3paboTaHa B COOTBETCTBUH C TPEOOBAHUSIMU HOPMATHUBHBIX JOKYMEHTOB:
— ®enepanbHoro 3akona ot 27 utois 2006 1. Ne 152-03 «O nepcoHanbHbBIX JaHHBIX;

- [ToctanoBnenust IlpaButenbctBa Poccmiickoit ®eneparuu ot 11 HosOps 2007 r. Ne 781 «O06
yrBepxkaeHun [lonoxenus o6 obecrieueHrnn 6€30MaCHOCTH MEPCOHANBHBIX JaHHBIX MpU UX 00paboTKe B
MH()OPMAIIMOHHBIX CHCTEMaX MEePCOHATBHBIX TAHHBIX);

- «[lonoxenuss o mMerogax W crocodax 3amuTbl UHGOpMauu B MHGOPMAIMOHHBIX CHCTEMax
MEePCOHANIBHBIX JaHHBIX», YTBepkIAeHHBIX [Ipukazom @CTIK Poccun ot 05.02.2011r. Ne 58;

- «TumnoBBIX TpeOOBAHUN TIO OpPraHHM3AIMH U OO0ECICUCHUI0 (DYHKIIMOHHPOBAHUS IHU(DPOBAIBHBIX
(kpunrrorpaYecKuX) CPEICTB, MPEIHA3HAYCHHBIX MU 3allUThl HWH(QOpPMAIUH, HE CoAepIKalien
CBEIICHU, COCTaBJISIFOIIUX TOCYIApPCTBEHHYIO TalHy B Clydae M3 HCIIOJIb30BaHUS ISl OOECIeUYeHUs
0€30MMacCHOCTH TIEPCOHATBHBIX JAaHHBIX IPU UX 00paboTKe B MHPOPMAITMOHHBIX CHCTEMaX IMEPCOHATBHBIX
TAHHBIX», YTBEPKJIEHHBIX pyKoBoaAcTBOM 8 Llentpa ®CB Poccuu 21.02.2008 r. Ne 149/6/6-662.

B Ilonutuke omnpenenensl TpeboBanust k mnepcoHany WCIIIH, creneHb OTBETCTBEHHOCTU
MepCoHaNa, CTPYKTYypa U HEOOXOIMMBIM YpOBEHb 3aIIMIIEHHOCTH, CTAaTyC U JOHKHOCTHBIE O0S3aHHOCTH
COTPY/JIHMKOB, OTBETCTBEHHBIX 3a oOecreueHne O0e30macHOCTH mnepcoHanbHbIX naHHbiXx B MCII/IH
Oneparopa.

1.001mue mox0xKeHus

Hempro Hacrosmedt IlomuTukm sBIsgercs obecrnedeHne O€30MacCHOCTH OOBEKTOB 3aIlUThI
Onepatopa OT BCe€X BHUAOB YIp03, BHEUIHUX WU BHYTPEHHHMX, YMBIIIJIEHHBIX W HENpPEIHAMEPEHHBIX,
MUHUMU3aLKA yiep0a oT Bo3MOoXHOU peanuzanuu Y BIT/IH.

be3onacHoCTh epCOHANBHBIX JaHHBIX JOCTUTAECTCS IyTEM UCKIIOUEHUS HECAHKIIMOHUPOBAHHOTO,
B TOM YHCJIE CIy4allHOro, AOCTyNa K MEPCOHAIBHBIM JAHHBIM, PE3yJIbTaTOM KOTOPOrO MOKET CTaTh
YHUUYTOKEHUE, U3MEHEHHE, OJIOKUPOBaHKE, KOTIMPOBAHHE, PACIPOCTPAHEHNE MEPCOHATBHBIX JAaHHBIX, a
TAKK€ WHBIX HECAHKIIMOHUPOBAHHBIX JICHCTBHIA.

Wudopmanus U cBA3aHHBIE ¢ HEH pecypchl JOKHBI OBITH JOCTYIHBI JUIS aBTOPHU30BAaHHBIX
noJsib3oBareseil. JIoKHO oCyIlecTBIATHCS CBOEBpEMEHHOE 0OHapykeHue U pearnpoanue Ha Y BI1/IH.

Z[OJ'DKHO OCYHICCTBIIATHCA NPCAOTBPAICHUC TPCAHAMCPCHHBIX WA CﬂyqaﬁHBIX, YaCTU4YHBIX HUJIHN
ITOJIHBIX HECAHKIIMOHUPOBAHHBIX MO)II/ICbI/IKaLII/II\/’I WIIN YHUYTOXKCHUA JaHHBIX.

2. O0JacTh aeiicTBus

TpeboBanust Hactosmei [lomuTHKM pacnpocTpaHsIOTCS Ha BcexX coTpynHuKoB Omeparopa
(IWTAaTHBIX, BPEMEHHBIX, pa0OTAIOIIUX MO KOHTPAKTY U T.I.), a TaKXe BCEX MPOYMX JUI (MOJIPSAYUKH,
ayJUTOPBI U T.IL.).
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3. Cucrema 3alIMTHI EPCOHATBHBIX JAHHBIX
Cucrema 3amuThl nepcoHabHbIX JaHHBIX (C3I1/IH) cTpouTCst HA OCHOBAHUU:

— MepeYHs NEPCOHATBHBIX JAHHBIX;
- aKTa KjiaccuuKanuy HHPOPMAIIMOHHBIX CUCTEM MEPCOHANBHBIX JaHHBIX;
- YaCTHOM MOJIENI aKTyaJIbHBIX YTPO3 U BEPOATHOTO HAPYILIUTES;
- MOJIOKEHUS O pa3rpaHUYEHUH MPaB AOCTYIIA K IEPCOHATbHBIM JaHHBIM;
- HopMatuBHbIX 10KyMeHTOB ®CTIOK u ®Ch Poccun.

Ha ocHOBaHMM 3THX JDOKYMEHTOB ONpENeNseTCs HEOOXOMMMBIH ypoBeHb 3amuineHHoctu [/
kaxgod MCIIJJH Oneparopa. Ha ocHoOBaHuMM aHain3a akTyalbHBIX Yrpo3 OesomacHoctu I1/1H,
OIUCAaHHBIX B YaCTHOW MOJIENIM aKTyalbHBIX YIPO3 U BEPOSITHOTO HAPYIIUTENS, ACNAeTCs 3aKJII0YEHUE O
HGOGXOZ[I/IMOCTI/I HCIIOJIb30BAHUA TCXHUYCCKUX CPCACTB W OpTraHU3allMOHHBIX MepOHpI/IS'ITI/If/'I JJIA
obecnieuenust OezomacHoctu [1/[H. BriOpanHble HeoOXomuMble MepoHpusTHS OTpaxaroTcs B Ilmane
MEPONPUSITHI IO BHYTPEHHEMY KOHTPOJIIO 32 COOJIIOICHIEM 0€30MacHOCTH MEPCOHAIBHBIX JTAHHBIX.

OpranuzalvoHHbIE MEPONPUATHS JOHKHBI BKIIOYATh:
- [IpaBOBOE OCHOBAHUE /7151 cOOpa NEPCOHAIBHBIX JaHHBIX;
- OIpeziesIeHUE OTBETCTBEHHBIX JIULL 32 COOII0ICHMEM Mep 0€30I1aCHOCTH;
— 3alUTy NEPCOHANBHBIX TaHHBIX, 00pabaThIBaeMbIX 0€3 CPEACTB aBTOMATH3AIUY;
— 3aIUTy NEPCOHAIBHBIX JaHHBIX, 00padaThIBAEMBIX C MPUMEHEHHEM CPEICTB aBTOMATH3AIUH;
— 3a1uUTy 00BEKTOB OT XHUILEHUS;
— 3aIlUTy CHEMHBIX HAKOMUTENEH, COIepPKalIUX MMePCOHANbHbIE TaHHBIC,
- BOIPOCHl YHUUTOKEHUS IEPCOHATIbHBIX JIAHHBIX.

B 3aBucumoctu ot yposHs 3amuuieHHoctd MCII[H m akryaneHbeix yrpos, C3IIJIH moxer
BKJIIOYATH CJIEAYIOINE TEXHUYECKUE CPENCTBA:

- 3alIUTHl OT HECAHKIIMOHUPOBAHHOIO JIOCTYIA K MEPCOHAIbHBIM JIaHHBIM;
- AQHTUBHUPYCHOM 3aIIMTHI ISl pA0OUMX CTaHITUHN MOJIb30BATENICH U CEPBEPOB;
- MEXKCETEBOI0 SKPAaHUPOBAHNS,

- Kpunrtorpaguueckoi 3amuTbl MHQOpMaLMM, NpU Meperade 3amuiaeMod uHGOpMaluu IO
KaHajiaM CBSI3U;

- cpeacTBa 3amuThl oT yreuku no TKYU.

4, TpeooBanus k noacucremam C3I1In
IMoncucremsr C3I1/IH nMmeroT pa3nuuHbi GyHKIIMOHAT B 3aBUCUMOCTH OT Kiacca MCIT/IH.
IToxgcucrema ynpasieHUs JOCTYIIOM JOJIKHA OCYIIECTBIIATh:

- UACHTU(UKALMIO U TPOBEPKY MOATMHHOCTH MOJIB30BATENS TP BXOJI€ B CUCTEMY IO MApPOJIIO
YCIIOBHO-TIOCTOSIHHOTO JIEUCTBUS JJIMHHOM HEe MEHE IeCTH OYKBEHHO-IIM(PPOBBIX CUMBOJIOB.

HOI[CI/ICTeMa pEeruCTpaiv 1 yueTta AO0JIKHA OCYIICCTBIIATD!:
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- PETUCTpAIMIO BX0/1a (BBIX0/1a) MOJIb30BATEINSI B CUCTEMY (M3 CUCTEMBI) JIMOO PETUCTPALIMIO 3arpy3KU
Y MHULWAIU3AIUN ONEpaIlMOHHON CHUCTEMBbl U €€ MPOrpaMMHOr0 ocTaHoBa. Perucrpamus BbIxoga U3
CHCTEMBl MJIM OCTaHOBAa HE MPOBOJUTCS B MOMEHTHI allapaTypHOro OTKIIOYEHHS HH(OPMAIIMOHHON
cucteMbl. B mapamerpax perucTpanuu yka3bIBalOTCS JaTa M Bpemsl Bxoja (BbIX0Jla) MOJB30BaTeNs B
CUCTEMY (M3 CHCTEMbl) WUJIU 3arpy3Ku (OCTAaHOBA) CHCTEMBI, pe3yJIbTAT MOIBITKH BXOJa (yCleurHas uiu
HeycrenrHas), uaeHTugukartop (koa unu GaMuiaus) MOJb30BaTeNs, NPEIbSIBICHHBIA NpPHU TONBITKE
JIOCTYIIa;

- y4eT BCEX 3allUINaeMbIX HOCUTENeH HH(pOpMAaMH C MOMOIIBI0 MX MAapKUPOBKH W 3aHECCHHE
YUETHBIX JaHHBIX B KypHaJl yueTa ¢ OTMETKOM 00 UX BblIaue (Ipueme).

HOI[CI/ICTeMa obecrnieueHus HEJIOCTHOCTH OOJIXKHA OCYHICCTBIIATEH!:

- oOecrieyeHne IEeJOCTHOCTH MPOrPAMMHBIX CPEICTB CHCTEMbI 3alllUThl MEPCOHATBHBIX JTaHHBIX,
oOpabaTbiBacMOil MHPOPMALIMH, a TAK)KE HEM3MEHHOCTh MPOTrpaMMHON cpebl. [Ipu 3TOM 1EI0CTHOCTD
MIPOrPaMMHBIX CPEJICTB TPOBEPSICTCS MPH 3arpy3Ke CHUCTEMBI 10 KOHTPOJIBHBIM CyMMaM KOMITOHEHTOB
CpPE/CTB 3alIUThl HH(POPMAIMH, a I[EIOCTHOCTh MPOTrPaMMHON Cpeibl 00SCIIEYMBACTCS UCIIOJIb30BaHUEM
TPAHCIISATOPOB C SI3BIKOB BBICOKOTO YPOBHS M OTCYTCTBHEM CPEICTB MOAM(PUKANUU OOBEKTHOTO KOia
mporpaMM B mpouecce  oOpaboTkM W (MIM)  XpaHEHWs  3alluIaeMorl  MHQOpPMAINH;

- pusmyeckyro oxpaHy HH(POpPMAMOHHOW cuUCTeMBbl (YCTPOHCTB U HoOcuTene uHbopManun),
MPEyCMATPUBAIOIIYIO KOHTPOJIb JOCTYIA B TIOMEIICHHSI HH()OPMAITMOHHON CUCTEMBI IIOCTOPOHHUX JIHII,
HAIMYME HAJISKHBIX MPEMATCTBUA I HECAHKIMOHHMPOBAHHOTO MPOHMKHOBEHUS B IOMEIICHUS
MH()OPMAIIMOHHON CUCTEMBI Ml XPAHIIIUIIC HOCUTEICH HHPOpMAaIIHH;

- ICPpUOANYCCKOC TCCTUPOBAHHUC (1)YHKHHﬁ CHUCTCMBbI 3alIMThI ICPCOHAJIBHBIX JAHHBIX IIPU U3MCHCHUU
HpOFpaMMHOP’I cpeabl U MOJIb30BaTeeH I/IH(I)OpMaI_II/IOHHOI\/’I CUCTCMBbI C IIOMOLIBIO TECT-IIPOrpaMM,
HMUTHUPYIOIIHUX IIOIIBITKH HCCAHKIIHUOHHUPOBAHHOI'O AOCTYIIA,

- HAJIMYAE  CPEACTB  BOCCTAHOBJEHUS  CHCTEMBl  3alUTBl  TEPCOHANBHBIX  JIAHHBIX,
MIpelyCMaTPUBAIOLIUX BEACHUE IBYX KOMUW MPOTrPAMMHBIX KOMIIOHEHT CPEJCTB 3alUThl MH(pOpMaLUH,
UX MepUOINYecKoe OOHOBIEHUE U KOHTPOJIb paboTOCIIOCOOHOCTH.

MexceTeBoe SKpaHUPOBAHUE JTOJDKHO 00ECTICUYMBATH:

- (UIbTpallMI0O Ha CETEBOM YpPOBHE HE3aBUCHMO JUI KaXJIOrO CETEBOrO MakeTa (peuieHue o
(buiabTpauu NPUHUMAETCS HAa OCHOBE CETEBBIX aJPECOB OTIpPABHUTENS U IMOJydaTeas WM Ha OCHOBE
JPYTUX SKBUBAJIECHTHBIX aTpUOYTOB);

- (punpTpalMIO MAKETOB CIYKEOHBIX MPOTOKOJOB, CIY)KALIUX Ul JUArHOCTHKU WU YIPaBICHUS
paboToii ceTeBBIX YCTPOUCTB;

- (bUIBTPALIMIO C YYETOM BXOIHOIO M BBIXOJHOTO CETEBOr0 MHTEp(eiica Kak CpeliCTBAa MPOBEPKHU
IIOJJIMHHOCTHU CETEBBIX aJIPECOB;

- (unpTpanuio ¢ y4yeToM JHOOBIX 3HAUMMBIX IOJIEH CETEBBIX IMAKETOB; PETUCTPALUIO U y4YeT
(GUIbTpyeMbIX MaKeTOB (B MapaMeTpbl pPETUCTpallMd BKIIOYAIOTCS aJpec, BpeMs M pe3yiabTar
¢bunbTpanum);

- UJISHTUPUKALMI0O W ayTeHTHU(PUKALUIO aJMUHHCTpATOpa MEKCETEeBOTO JKpaHa TpPU €ro
JIOKAJTBHBIX 3alpocax Ha JOCTym N0 HAeHTU(DUKATOPY (KOAY) M TApOIIO YCIOBHO-TIOCTOSTHHOTO
JIeNCTBUS,
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- perucTpanuio Bxoaa (BbIX0/1a) aIMUHUCTPATOPA MEXKCETEBOI0 3KpaHa B CUCTEMY (M3 CHUCTEMBI)
00 3arpy3ku M MHUIHMAIM3AUU CUCTEMBl M €€ MPOrpaMMHOI0 OCTaHOBa (PErucTpalus BBIXOJA U3
CHUCTEMBbI HE MPOBOJAMUTCS B MOMEHTHI aIllapaTypHOTrO OTKIIOUEHHUS MEKCETEBOr0 SKPaHa);

- PerucTpaIuio 3ammycKa nporpaMm U MporeccoB (3aJaHuii, 3aa4); KOHTPOJIb LIEJIOCTHOCTU CBOEH
MPOrpaMMHOM U MH(POPMAITMOHHOW YaCTH; BOCCTAHOBJICHHE CBOWCTB MEKCETEBOTO KpaHa Mocie cOoeB
1 0TKa30B 000pYyI0BaHUS;

- perJiaMeHTHOE TECTHPOBAaHUE pealu3ali NpaBui (uiIbTpammu, IMpoluecca perrucTpaluy,
nporecca HAGHTU(QUKALMKM W ayTeHTU(GUKAUMK aIMUHUCTpAaTOpa MEXKCETEeBOro HKpaHa, Ipoliecca
perucrpaumy ACUCTBUNA aJMUHUCTPATOPAa MEXKCETEBOIO dKpaHa, MpoLecca KOHTPOJS 3a LEIOCTHOCThIO
IIPOrpaMMHOM U UH(POPMALIMOHHON YacTH, IPOLEAYPbl BOCCTAHOBIICHMS.

B I/IH(bOpMaI_[I/IOHHBIX CHUCTEMaAX, HUMCIOIIUX MNOAKJIIFOUYCHUEC K I/IH(I)OpMaI_II/IOHHO-
TCIICKOMMYHHUKAIIUOHHBIM CETAM MECKIAYHAPOAHOI'O I/IH(bOpMaI_[I/IOHHOl"O oOMeHa (CCTHM CBA3HU O6H.I€FO
HOJIB?;OB&HPI?I), nim 1pu (I)YHKI_II/IOHI/IPOBaHI/II/I KOTOPLIX MNPEAYCMOTPCHO HCIIOJb30BAHNEC CBHEMHBIX
HOCHUTEIeH I/IH(I)OpMaI_[I/II/I, HCIOJIB3YIOTCA CPEACTBA aHTHBHPYCHOfI 3alIUThI.

Jis pactipeeieHHbIX HHPOPMAITMOHHBIX CUCTEM M HH(POPMAIIMOHHBIX CHCTEM, TIOIKIIFOUEHHBIX K
CEeTSM MEXTYHapOIHOTO HHPOPMALIMOHHOTO OOMEHA NIEPUOTUYECKU TIPOBOIUTCS aHAIHM3 3aIIUIIICHHOCTH
cucrembl. CpencTBa (CHCTEMBI) aHAM3a 3aIUIICHHOCTH JIOJDKHBI 00ECIeYMBAaTh BO3MOKHOCTH
BBISIBJICHUS YSI3BUMOCTEH, CBSI3aHHBIX C OINMOKAMH B KOH(UIypalMd HPOrPaAaMMHOTO OO0ecreueHUs
MH()OPMAIMOHHON CHCTEMBI, KOTOPBIE MOTYT OBITh HCITOJIb30BAHBI HAPYIIUTEIEM IS peallu3allii aTaku
Ha CUCTEMY.

TpebGoBanus o 3amure o [IDMUH:

- ucrnonb3oBanue s o0padbotku nudopmanuu B UCIIAH 2-ro kiaacca cpecTB BEIYUCIUTEIBHON
TEXHHUKH, yJIOBJIETBOPSIIOIINX TpeOoBaHUAM cTaHaapToB Poccuiickoil @enepanuu o 3J€KTPOMarHUTHON
COBMECTHMMOCTH, IO O€30MaCHOCTH M HPrOHOMHUYECKHM TpeOOBaHMAM K CpEICTBAM OTOOpakeHUs
nH(pOpMallMY, 10 CAaHUTApPHBIM HOPMaM, MPEAbSIBISIEMbIM K BHACOAMCIUICHHBIM TepMuHanam [19BM
(mammpumep, 'OCT 29216-91, TOCT P 50948-96, TOCT P 50949-96, I'OCT P 50923-96, CanlluH
2.2.2.542-96).

TpeboBanus 10 3a1UTe OT YTEUKH BUIOBOM MH(OpMAIINH:

- pa3MeIieHre  YCTPOWMCTB  BbIBOJAa HMHGOPMAIMM  CPEJACTB  BBIYMCIWUTEIBHONM  TEXHUKH
MH(OPMAIIMOHHO-BBIUMNCIUTENBHBIX KOMIUIEKCOB, TEXHHYECKHUX CpeICTB 00paboTku rpaduyeckoi,
BHJICO- U OYKBEHHO-IM(MPOBON uH(OOpPMAIUK, BXOASIMIUX B COCTaB HHGOPMAIIMOHHOW CHCTEMBI, B
MTOMEIIIEHUAX, B KOTOPBIX OHHU YCTAaHOBIIEHBI, OCYIIECTBISETCS TAKUM 00pa3oM, 4TOObI Oblja MCKITIOYeHA
BO3MOKHOCTh MPOCMOTpPA MOCTOPOHHUMH JIUIIAMU TEKCTOBOW M TpaduyecKod BHIOBOM HMHQOpMAInU,
coJiepKallleil mepcoHanbHbIe JaHHBIE;

- JUISL UCKIIIOYEHHs] TPOCMOTpa TEKCTOBOM M rpaduueckoil BuIOBOW uHGpOpMauy,
oToOpakaeMOM  yCcTpoWCTBaMU  BbIBOJAa HMHGOpPMAlUU  CPEACTB  BBIYMCIUTEIBHONM  TEXHUKH,
MH(POPMAIIMOHHO-BBIYUCIUTENBHBIX KOMIUIEKCOB, TEXHHUYECKUX CpelcTBa 00paboTKU rpaduyeckoi,
BUJIE0- U OYKBEHHO-IIM(PpoBoil nHGopmanyu, Bxoaaumx B cocras MUCII/IH, pexkomennyercs 060py10BaTh
MIOMEILEHUS, B KOTOPBIX OHU YCTaHOBJIEHBI, INTOPaMHU (5KaJI03H).
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2. IMoawn3oBarean UCII/In

B UCII[Jn Oneparopa MOKHO BBIACIUTH CIEAYIOIIUE TPYIIIbI MMOJb30BATENICH, YUaCTBYIOIINX B
obpaboTke u xpanenuu [1/1H:

- agmuHucTpaTopsl 6e3omacunoctu UCIT/IH;
- nonb3oBarenu UCI/x;
— CUCTEMHBIE aJIMUHUCTPATOPHI;
- pa3paboTUYUKK MPUKIATHOTO TporpammHoro obecrieuenust MCIIH.
JlarHBIE O TPYIax MOJb30BaTENICH, YPOBHE UX JOCTYINA U WHOOPMHUPOBAHHOCTU JIOJKHBI OBITh

OTpa’XC€HbI B ITonoxenun o pasrpaHUYCHUH IIpaB JOCTYIIA K IICPCOHAJIbHBIM JaHHBIM.

AdmuHucmpamopsbi 6e3onacHocmu UCITIH:

AJIMUHHUCTPATOPOM O€30IMaCHOCTH SIBJISIETCS IITATHBIM COTpyIHUK OrepaTopa, OTBETCTBEHHBIN 3a
¢byukmonuposanue C3I1/1H, Ha3HAUaETCS MPUKA30M JUPEKTOPA.

AnMuHHCTpaTOp 0€30MaCHOCTH 00JIaaeT CIEAYIONIMM YPOBHEM JOCTYIIA U 3HAHHM:
. obnanaer npaBamu aamuHuctpatopa UCII/dH;
- obnanaeT oo nHpopmarmeit 06 UCITH;

— uMeeT JOCTYIl K CPEelICTBaM 3allUThl MH(OPMAIMM U MPOTOKOJIMPOBAHUSA U K YACTH KIFOYEBBIX
anemenToB UCTI/IH;

— HE KMeEeT MpaB JOCTymna K KOHQUI'YPUPOBAHUIO TEXHUYECKUX CPEJCTB CETH 3a HCKIIOUYECHUEM
KOHTPOJbHBIX (MHCIEKIIMOHHBIX).

AnmuHUCTpaTOp 0€30MaCHOCTH YIIOTHOMOYEH:

— peann30BbIBaTh MOJUTUKH Oe3omacHocTH B yacTH HacTpoiiku CK3U, MexceTeBBIX SKpaHOB U
cucteM OOHapyXXeHHUs aTak, B COOTBETCTBHU C KOTOPHIMHU TMOJB30BATENh  IOJIy4aeT BO3MOXKHOCTH
paborats ¢ anementamu UCII/IH;

. OCYILECTBIIATH AyJIUT CPEJICTB 3ALLUTHI.
ITons3oBaremn UCII/IH:

[Tonb3oBarenem WCII[H sBnsercs wmTaTHBIA coTpyaHUK Omnepatopa,  OCYIIECTBISIOMINN
obpabotky ITIH. O6pabotka II/IH Bkmrowaer: Bo3MokHOCTh mpocMotpa I1/[H, pyunoit BBox II/IH B
cuctemy UMCII[IH, ¢dopmupoBanue crnpaBok M oT4eTOB MO HHpopmaruu, noaydenHon uz MCIT/IH.
ITonp30BaTenb HE UMEET MOJTHOMOYMMN AJIs yIpaBieHus nojacucreMamu oopadotku naHubix 1 C3I11H.

[Tonw3oBarens UCIT/IH o6iaaet cienyomuM YpOBHEM JTOCTYIA U 3HAHUMN:

- o0JazjaeT BceMH HEOOXOJUMBIMH aTprOyTaMu (HarmpuMep, naposieM), 00ecrneurnBalonMMH JOCTYII
K HEKOTOpOMY noAMHOxecTBY I1/1H;

- pacmoJaract KOH(i)I/IJIeHHI/IaIIBHI)IMI/I JaHHBIMH, K KOTOPBIM UMECT JOCTYII.

CucmeMHbIe aOMUHUCMpPamopbl:

CucTeMHBIM aJMUHUCTPATOPOM MOXKET OBITh INTAaTHBIM COTpyAHUK Oneparopa WM JIMLO
CTOPOHHEW OpraHU3aIluK, OCYIIECTBIISIONINI CBOM (PYHKIIMU HA OCHOBAHHH JBYXCTOPOHHETO JOTOBOpA.
CucreMHBI aIMUHUCTPATOP HE UMEET MOJIHOMOYHI /ISl yIIpaBJIEHUs MTOICUCTEMaMH 00paOOTKH TaHHBIX
# 0€30IMaCHOCTH.

CucTeMHBIH aIMUHACTPATOP 00JIaaeT CICTYIONIMM YPOBHEM JIOCTYIIA U 3HAHUH:
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- obmajgaer 4acTtei0o HMHGOPMAIMM O CHUCTEMHOM M TPHUKIATHOM MPOrpPaMMHOM OOECIICYeHUU

WCIIE;
- o0azaer 4acThio HHPOPMAIIK 0 TEXHUYECKHX cpeacTBax U KoHpurypaunu UCITAH;

— uMeeT (PU3MYECKH JOCTYN K TEXHUYECKUM CpPEICTBaM OO0pabOTKM MHGOpPMAIMH U CPEICTBAM
3aIIHTHI;

- 3HaAcCT, I10 MEHBIIICH MEPE, OAHO JICTAJIbHOC UMs JOCTYIIA.

Pa3pabomyuku npuknadHo20 npozpaMmMHo20 obecnevyeHusi UCIIH:

Pazpaborunkom mpukiaagHoro mporpamMmmHoro obecnedeHuss VCIIJIH MoxeT ObITh IITAaTHBINA
cotpyanuk OmnepaTopa WM JHIO CTOPOHHEH OpraHU3alMM, OCYIIECTBISIOMMKA CBOM (YHKIMHM Ha
OCHOBaHUHU JBYXCTOPOHHErO JI0roBopa. Pa3paGoTuumk MNPUKIAAHOTO MPOrPaMMHOr0 OOecCIeUeHUs
WCIIAH He uMeeT MOJIHOMOYHNH /7S YIIPaBJICHUS OJACUCTEMaMU 00Pa0OTKU JaHHBIX U O€30MaCHOCTH.

PazpaGotuuk mnpuxiagHoro nporpamMmHoro obecrnedenuss WCII[IH oOmagaer cienyromum
YPOBHEM JIOCTYyIA U 3HAHUM:

- oOnanaet uHdopmalmeit 06 anropurmax u nporpammax oopadotku uHpopmaruu Ha UCI/IH;

— o0jasaeT BO3MOXKHOCTSIMH  BHECEHHUS  OIIMOOK, HEIEKIApUPOBAHHBIX  BO3MOXHOCTEH,
MIPOrPaMMHBIX 3aKJIaJIOK, BPEAOHOCHBIX MporpaMm B mporpammuoe obecrneuenue MCII/n Ha cranuu ee
pa3paboTKH, BHEAPEHUS ¥ COMTPOBOKICHUS;

- MOJKET pacroiiarath JoobiMu Gparmenramu uHpopMmaiuu o tonongoruu UCIIH n TexHuUecKnx
cpenctBax oopabotku u 3amuThl [1/1H, oOpadareiBacmbix B MCITH.

6. TpeOoBaHus K nepcoHay no ovecnevyeHuro 3ammrhl [1/{n

Bce corpynnuku Omnepatopa, asisromuecs nosas3osarensimu MCITIH, DOmKHBI 4ETKO 3HATH U
CTPOIr'0 BBIIIOJHATH YCTAHOBJICHHBLIC IIpaBUjia U 00s13aHHOCTH IO AOCTYITYy K 3alllMIIACMbIM 00BLEKTaM U
COOJIIOJICHUIO MTPUHATOTO pexkuma 6e3onacHoctH [1/1H.

[Ipy BCTymieHMM B JOJDKHOCTH HOBOTO  COTPYAHMKA HEMOCPEACTBEHHBIM  HAYAJIbHUK
MoApa3AelieHnsi, B KOTOPOE OH TOCTYHaeT, 00si3aH OpPraHM30BaTh €r0 O3HAKOMJICHHE C JOJDKHOCTHOM
WHCTPYKIIMEH U HEOOXOAUMBIMH JOKYMEHTaMH, perliaMeHTUPYIoIUMU TpeboBanus mo 3ammte [1/[H, a
TaKke OOydYeHHWE HaBBIKAM BBINOJHEHUS TMPOILEAYP, HEOOXOAUMBIX JUIsI CAHKIIMOHUPOBAHHOTO
ucnosb3zoBanus UCII/IH.

CoTpynHUK [OJDKEH OBITh O3HAKOMJIEH CO CBeACHUSIMU HacTtosimied [loauTuku, TpUHSATHIX
npouenyp padotsl ¢ anementamu UCIIAu u C3I11H.

Cotpynnuku Orneparopa, HCIONb3YIOIMINE TEXHUYECKHE CPEICTBA ayTEHTU(UKALNHU, TOJIKHBI
obecreynBaTh COXpaHHOCTh MJECHTU(UKATOPOB (3NIEKTPOHHBIX Kitoueill) u He pomyckath HCJI x HuM, a
TaK’kK€ BO3MOXHOCTh HX YyTE€pH WIM HCIONb30BaHUS TpeTbUMU Junamu. llomp3oBaTenu Hecyt
MEPCOHATBHYIO OTBETCTBEHHOCTh 332 COXPAaHHOCTh UJCHTU(UKATOPOB.

Cotpynuuku Omnepatopa JOKHBI CIIEOBAaTh YCTAHOBJIICHHBIM MPOIEAYpaM TOIEPKAHUS
pexxuma OezomacHoctd [I/[H mpu BeIOOpe M HCMONB30BAHWM Tapoliel (€Clii HE HCIONb3YIOTCS
TEXHUYECKHUE CPEACTBA ayTCHTHU(DUKAIIHH ).

Cotpynauku Ormepatopa JOKHBI OOECHEUMBATH HAAJIEXKAIIYIO 3alUTy O00OpYAOBaHUSA,
ocraBisieMoro 0e3 MpPUCMOTpa, OCOOEHHO B TEX CIy4asX, KOTJa B IIOMEIICHHE HWMEIOT JOCTYII
MOCTOpOHHUE JHIla. Bee monp30oBaTeny JOMKHBI 3HATH TpeboBanus mo 6e3omacHocTH [1/[H u mpouenyps
3amUThl 000PYIOBaHUSA, OCTABICHHOTO 0€3 MPHCMOTpa, a TaKXKEe CBOM OOS3aHHOCTH MO OOECIICYCHHIO
TaKOM 3aILMTHI.
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CoTpyqHHMKaM 3alpeniaeTcsi YCTaHABIMBATh IOCTOPOHHEE MPOTPaMMHOE  OOECICUeHHE,
MOJIKJII0YATh JIMYHbIE MOOWIIbHBIC YCTPOHCTBA M HOCHUTEIH MH(OpPMAIIMH, a TAaKXKe 3aMUChIBATh HA HUX
3aIUIaeMyro HHPHOPMAIIHIO.

CoTpynHuKaM 3ampeliaercs pasriamarh 3allyiiaeMyro HHGOpMaluio, KOTopas crajga UM
M3BECTHA MpH padoTe ¢ nH(POPMAIMOHHBIME cucTeMamu Orneparopa, TPETbUM JIUIAM.

IIpu pabore ¢ IIJln B UCIIIn corpymuuku OrmepaTopa 00s13aHBI 00ECIIEUUTH OTCYTCTBHE
BO3MOXXHOCTH nipocmoTpa [1/1H TpeTbumu nunamu ¢ MoHUTOpoB APM ninu TepMuHanos.

[Ipu 3aBepmenun padotsl ¢ UCII/IH corpynHuku o0s3aHbl 3amuTtuTh APM niam TepMHUHAIBI C
MTOMOIIBI0 OJIOKMPOBKH KJIIOYOM WIIM 3KBUBAJICHTHOTO CPEICTBA KOHTPOJIS, HAMPUMEP, ITOCTYIOM IIO
MapoJIio0, €CIIU He UCIIONIb3YI0TCA 00JIee CUIIbHBIE CPEICTBA 3AIUTHI.

Cotpynuuku Ormeparopa IOKHBI OBITh TPOMH(DOPMUPOBAHBI 00 yrpo3ax HapyLICHHS PeXuMa
6esomacHoctu [I/lH u oTBeTcTBeHHOCTHM 3a ero HapymieHue. OHHM JTOJKHBI OBITh O3HAKOMIIEHBI C
YTBEPKACHHOU (POpMaIbHON MPOUEAYPOr HAIOKEHUS JUCHUTUIMHAPHBIX B3BICKAHMM HA COTPYIHUKOB,
KOTOpbI€ HAPYIIWIN MPUHSTHIE MOJUTHKY U Tiporieaypsl 6e3onacHoctu [1/1H.

Corpynuuku o00si3aHbl  06€3 TpoMeIeHHsT coo0marb 000 Bcex HAOMIOIAaeMbIX WU
MOI03pUTENbHBIX ciydasx padotsl UCII[IH, Morymmx nosieds 3a coboit yrpo3sl 6e3omacuoctu [1/1H, a
TaKKe O BBIIBICHHBIX HWMH COOBITHSX, 3aTparuBaronimx OezomacHocTh IIJIH, pPYKOBOICTBY
MOJIPA3/ICIICHUS  JIMIlY, OTBEYAIOIEMY 32 HEMEUICHHOE PearupoBaHue Ha yrpo3bl Oe3onacHocTy [1/1H.

7. OTBETCTBEHHOCTH COTPYIHUKOB

B cootBerctBuu co cT. 24 DenepanbHoro 3akoHa Poccuiickoit @enepanyu ot 27 uroins 2006 r. Ne
152-®3 «O mnepcoHaNbHBIX JAHHBIX» JIMLA, BUHOBHBIE B HApyIIEHUM TpeOOBaHUN JaHHOTO
@enepanbHOro 3aKOHA, HECYT TPaXAAHCKYHO, YIOJOBHYIO, aJIMUHHUCTPAaTUBHYIO, NHUCLHMUIUIMHAPHYIO U
MHYIO IPEyCMOTPEHHYIO 3aKOHO/1aTeNIbcTBOM Poccuiickoil denepaliuil OTBETCTBEHHOCTb.

JlelicTBytomiee 3aKoHOMATEIhCTBO P® mo3BoOJIsAeT MPEeAbsIBIATh, TPeOOBaHMS MO OOECIEYCHUIO
6e3o0macHoll paboThI ¢ 3amMIaeMoil HH(popMaluei 1 mpeycMaTpUBaeT OTBETCTBEHHOCTD 3a HapyIlIEHUE
YCTaHOBJICHHBIX MpaBUJI 3KcIulyatanuu 9BM u cucteM, HempaBOMEpHBIN AOCTYN K MHQOPMAIMH, €CIH
9T JEHCTBUS MPUBENTU K YHUUYTOXKEHHUIO, OJIOKMPOBAHHIO, MO (DUKAIIMY HHPOPMAITIH WK HAPYIIEHUIO
pabotel OBM unu cereii (cratbu 272,273 u 274 YK PO).

Anmunuctpatopsl  OezomacHoctd  MCII/IH  HecyT OTBETCTBEHHOCTh 3a Bce JIGHCTBHS,
COBEpIICHHbIE OT UMEHHU X YUETHBIX 3aIIMCEH MJIM CUCTEMHBIX YUETHBIX 3allUCeH, €Clii He JoKa3aH (aKT
HECaHKLMOHMPOBAHHOTO UCIIOJIb30BAHNS YUETHBIX 3aIIUCEN.

[Ipu nHapymenusx corpynHukamu Oneparopa — nonb3oBatenedt UCII/IH npaBui, cBA3aHHBIX C
6e3onacHocTbio I1JIH, OHU HECYT OTBETCTBEHHOCTh, YCTAaHOBICHHYIO JEHCTBYIOIUM 3aKOHOJATEIbCTBOM
Poccuiickoit @enepanuu.



